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Using this Document

This document provides a tutorial description of the most commonly used SNsfeoeis. It is not an
exhaustive reference document and most areas are not completely described. But the examples provic
insight into SNMPc¢ usage and should be enough to get started with SNMPc.

For a complete description of SNMPc, please uséltip/Help Topicsmenu to show the Online Help
system. The Online Help system includes a high [€able of Contentsas well as aindex and
Keyword Searchmechanism. You can also press fiekeyat any time to show@ontext Sensitive
Help for a currently diplayed dialog or for the most recently activated console window.

As of release 5.0.10 this Getting Started manual is the only printed documentation available with
SNMPc. In the interests of saving resources and streamlining our revision procedures; eedtae
the printing of the Online Help system as a manual.

This document is available in Adobe PDF format atRheductspage ofwww.castlerock.corand in
the SNMPHelp/Getting Startednenu.

This document and the SNMPc¢ Help system assume that you have a good working knowled
the Simple Network Management Protocol (SNMP). We recommend that you read and undjg
oneof the many available books that describe SNMP before working with SNMPc.

Getting Technical Support and Updates

SNMPc includedreetechnical support via emaihd web downloadable updates for a periothde
monthsfrom purchase An unconditional full refund is also available during this perivdth
technical support, you can detlp when installing or using SNMPc. We do not provide telephone
support or training.

For continued technical suppamd downloadable updates yawist purchase an Extended Software
Updates license on a yearly basis. Please go to the Sales pag®.ahstlerock.confior more
information.

For technical support, please go to $w@portpage aivww.castlerock.com Press “Clic
Create a New Aatow HetlpDésksystem.r egi st er

After creating your Hel pDesk account, |l og on a
link in the upper right of the page to add a new support ticket.

Once you have created a HelpDesk account you can alseswildosupport@castlerock.com.


http://www.castlerock.com/
http://www.castlerock.com/
http://www.castlerock.com/

Architecture Overview

SNMPc is a generglurpose Distributed Network Manager offering the following benefits over a
standalone product:

1 By usingPolling andServercomponents that run on multiple computers, SNMPcheascaled to
manage very large networks.

1 By using multipleRemote ConsolesSNMPc encourages sharing of management information by
many people.

1 SNMPc is coseffective because a collection of components costs less than an equivalent number
of standalonenanagers.

Console w

— Palling Darnain: 2000 nodes —

SNMPc uses the pallar SNMP management protocol to poll and configure devices, workstations and
servers over IP networks. Along with all the features expected in any SNMP management station,
SNMPc also includes the following advanced features:

Secure SNMP Version 3 suppo

Supports Internet Protocol Version 6 (Bpaddressing
Scaleable to 25,000 managed devices.

Supports a managef-managers architecture
Redundant Backup Server support

Remote Consoles and JAVA Web access.

Event forwarding and email/pager notifications.
Audit events for user actions (login/editing)
Application Service (TCP) polling

Scheduled WEB and Printed Trend Reports
Custom MIB Tables with Derived MIB Expressions.
RMON-I user interface application.

GUI Device Support development tools.
Application pogramming interfaces with samples.

N =2a=2=2-0-0-0_0_0_0_4_4_9_--9-2



SNMPc Product Options

SNMPc includes thewo product options described below.

SNMPc Enterprise Edition

Use this edition for a scalable multser environmentEnterprise Edition includes the SNMPc Server
license, uninited JAVA Console license, unlimited Remote Windows Console license, and a ten

system Remote Polling Agent license.

Each SNMPc server can operate with a maximum of ten remote polling agents. For larger networks
you can connect multiple servers togetimea Manager of Managersarchitecture.

SNMPc Workgroup Editi

This is a single user version for managing small to medium sized netwdlilcomponents run on a
single system and support one usEhe map database size is limited to 1000 objects Wakgroup

on

Edition does not include advanced reporting functions.

The following table shows the differences between the three product options:

FEATURE ENTERPRISE WORKGROUP
\Win32 Application Yes Yes
Device Limit 25,000 1000
||Distributed Scalable Architture|Yes

||Backup Server Support Yes

[Runs as Windows Services  |Yes Yes
[Remote Poller Included Yes (10)

Remote Consoles Included Yes

JAVA Console Included Yes

Scheduled WEB Trend Report{Yes

Scheduled Printed Trend RepgYes

IAutomatic @BC Export Yes




System Requirements

The following table lists the minimumecommendedystem requirements.

PARAMETER ENTERPRISE WORKGROUP
CPU Intel 2 GHz Intel 1GHz
Memory 4 GB 2 GB

Disk Free 10GB 5GB

Windows Operating System

7, 2008R2, \sta, 2003, XP,
2000

7, 2008R2, Vista, 2003, XP,
2000

Device Access Modes

SNMPc supports variowdevice access modes includifi@P only, ICMP (Ping), SNMP V1, SNMP
V2c and SNMP V3. Each mode is briefly described below.

None (TCP Only)
Null access isised for polling TCP services only, where ICMP/SNMP access is restricted by a firewall.

ICMP (Ping)

ICMP (Ping) mode is used for devices that do not support SNMP but can &itidpedto see if they
are responding. This may include servers and wdrketa

SNMP V1 and V2c

SNMP V1 and SNMP V2c are very similar SNMP Agent protocols that are used by most currently
deployed network devices. Any device that supports V2c will generally also support V1. SNMPc uses
automatic intelligence to switch from omede to the other as needed. So in most cases you will
always selecENMP V1as the device access mode for any SNMP device.

Since SNMP V1 and V2c are the most common and simplest SNMP protocols, this guide will only
show you how to use these protocols.

SNMP V3

SNMP V3 is a secure SNMP Agent protocol that supports authentication and privacy (encryption). The
use of SNMP V3 is considered an advanced topic. As such, this guide does not describe V3 in any
detail. For more information about using V3, deaise thélelp/Help Topicsmenu and search for

Setting Device Access Modasthe Index.



Internet Protocol Version 6 (IPv6) Addressing

This version of SNMPc supporiBv6 addressing of polled devices ordpd reception of traps from
IPv6 addressed deés.

At this time all communication between SNMPc server, poller and console components is only
supported with IPv4 addresses. EvsygtemthatrunsSNMPc componestmust reside on an IPv4
network and be addressable using IPv4.

Use an IPv6 hexadecimaddress or a DNS name that resolves to an IPv6 address in the Address field
of any map Device, Link, or Network type object.

DNS address lookup can return multiple addresses that match the same name, including IPv4 and 1P vt
addresses. By default SNMPc hahoose the IPv4 address. To force SNMPc to use the IPv6 address,
surround the DNS name in square braces, for ex

Please note the following caveats:

1 To use the Windows SNMP agent with IPv6 you must set an IPv6 add@ssesepted host in
the Security tab of the SNMP Service Properties dialog. Alternatively you can allow all hosts
access. The default is 127.0.0.1.

1 There is a new set of IPv6 menus but not all devices that support IPv6 will support these tables.
Specfically, Windows does not support any of them.

1 SNMPc components (server, poller, console) communicate with each other using IPv4 only.
Therefore, when using IPv6 SNMPc¢ must be installed on a system that supports both IPv6 and
IPv4 networks.

1 When using dink local address with scope identifier (scope id) (%nn in fe80:...%nn) it is
important to understand that scope id's are local to the computer sending a packet (i.e., SNMPc
server) and represent the interface number the packet will be sent out from.

For example, if you want to poll computer AA from SNMPc at computer BB andépusefigon

AA to get the address to use, the scope id you see will not be valid on BB. You need to use

the scope id of the network interface on BB that AA is connected to. thidtéhe scope id on AA
<<MAY>> be the same as the correct value, but it is not guaranteed. Scope id's are ONLY valid
on the sending computer.

An interesting side effect of using link local addresses with scope id's in SNMPc is that the scope ic
you usewill become invalid if you change the interface your computer is using, for
example from a hardwired network to a wireless connection, oveirsa.

If your computer only has one network card then you can use a link local address without
specifying thescope identifier.



Installing the SNMPc Server and Local Console

=a =

=a =

Log on to Windows with Administrator
permission.

Insert the SNMPc CDROM into the CDROM
drive.

Use thewWindows Start/Rummenu and enter
d:\setup whered: is the CDROM drive.

The install program will show a dialog with three
buttons for the installable SNMPc options. On
your main SNMPc systergpu only need to
install the Server componeras this includes a
local console and polling agent.

Press th&erver button.

You will be piompted for the installation
directory next, and then thgiscovery Seed
dialog will be displayed.You must enter valid
information at this dialog or network discovery
will not work properly.

Enter the IP Address of an SNMIeed Devicen
your network, préerably a router.

Enter the Subnet mask for the Seed Device.
Enter the SNMP VRead Communityffor the
seed device.

The install program will proceed to install
SNMPc on your hard drive. After the installatiol
is complete, logoff Windows and restart your
computer.

SNMPc 7.2 - InstallShield Wizard x|
Select Component -
Select the SNMPc companent pou would like to install I N
Workgroup/Enterprise Base System
Serar Irestall orice: on vour management server, Includes SNMPe Server, Local
Consale and Local Poller,
Enterprise Remote Console
Console Irestall o o of more LAN-cornected systems so multipls users can log
into the SNMPe server at the same time.
Enterprise Remote Poller
Paller Install on oe or more WAN/LAN connected computers to distribute the
SHMPc polling load.
IrstalEhield
< Back Hents Cancel
Discovery Seed x|
“You must enter the [P address, subnet mask and community
name of an SNMP device on your network. SMMPGC will uze this
as a starting paint for Dizcowveny.
i~ Discovery Seed
IP Address: 207.212.3319
Subnet Mask:; 255.255.255.0
Community public]

[~ Startup
Discovery iz unrestricted on initial startup and can quickly
discaver a very large map. Lrreshicted device and TCP
port discovery is sometimes viewed as a a security intrusion

I Start with Discavery off

< Back. Next > Cancel

Installing the Air Messenger Pro Paging Software

SNMPc includes a copy of thr Messenger Prgaging application. This software is required if you
want SNMPc to page you when an event occurs. Air Messenger Pro is not installed as part of the
regular SNMPc installation.

To install the Air Messenger Pro paging application, use the Win&tav§Programs/SNMPc
Network Manager/Install Air Messenger Prmenu. Follow the installation instructions.

After you have installed Air Messenger Pro you can configure SNMPc to notify your pager when an
event occurs. Please refer to Brailing or Paging the Administrator on an Everstection in this
guide for furthermstructions.



Starting the SNMPc Server and

To control SNMPc tasks, you must be logged
on to Windows with Administrator permission,.

After installation of the SNMPc Server
component, you will be asked to reboot the
Windows system.

When the system has rebooted and you logon
Windows, the SNMPc¢ Server and Console
applications will be automatically started and
you will be automatically logged on.

Local Console

22 SHMPc Management Console - [Root Subnet] =1of x|

[3] File Edit View Insert Manage Tools Config Window Help =18 x|

Bhoueaadwpnpep @i =
El-@] Root Subnet

£9 207.212.33.0
207.212.33.0 207.212.33.64

9 207.212.33.64
- G dsco2811
SNMPg

—-

L @ SNMPC

BT

“Map [Mb | Trend | Evert | Memu

L4 41 b [w1[} Current £ History }, Custom 1 A Custom2 A\ Cl[ 4] |

For Help, press F1

localost [administrator %

Disabling Automatic Console Login

To disable automatic console startup and login,
go to the Windows Start menu and use the
Programs/SNMPc Network Manager/Configure
Tasksmenu.

Disable theAuto Login Usercheck box and press
the Donebutton.

Starting a Local Console Session

5 SNMPc Task Setup...

¥ Auto Startup ¥ Run SMMPe Tasks as Senvices

|

View Emors. .

¥ Auto Login User: IAdmlmstlalor Passud I

| Program Name ‘ Args |

crsery.exe

| “Window MName
SHMPC Management Server
SNMPc AutoDiscovery Agent
SNMPc History Agent
SNMPc Backup Server
SMMPc OnLine Export Service

Program Description ‘ Status
[X] 5pstem Gerver Runining
<] Poling gent Running
z‘ History Agent Aunning
[X] Brackup Server Fiunning
Online Export Ser...  Running

discagh exe
hist32.exe
bkserv exe
dbes.exe

Login. Start &l Stop All Add.. Delete Edit.

|[ pere_ |

Go to the Windows Start menu and useRhegrams/SNMPc Network Manager/Login Console

menu. At the login prompt, entlycalhostas the Server Address. Enter the username and password

and press OK. Initially there is only one user namdthinistratorwith no password

Stopping and Starting the Server

Go to the Windows Start menu and useRhegrams/SNMPc Network Managy/Shutdown System

menu to stop the SNMPc Server system tasks.

Use the WindowPi®guams/SNMPc Network

Manager/Startup Systermenu to restart the SNMPc Server system tasks. Note that any running

console sessions will be logged off and you will

To disable automatic startup of the SNMPc Server system tasks, go to the Windows Start menu and us

needxit the console applications separately.

the Programs/SNMPc Network Manager/Configure Tasksenu. Disable thAuto Startupcheck box

and press thBone button.




Using Console Elements

The following diagram and table below show the main elements of the SNMPc¢ console.

Edit Button Bar \

_v_l IPlo!ocolDlleom \

Main Button Bar

~5 SNMPc Management Console - [21,7212.33.0]

= @] Root Subnet
Bl 207.212.33.0
& AP_Lab
% CRC-ONLINE
& HP_2132
% Local_Switch

<& ONLINE | |
& prtest @ 3000
< SonicWallPro L

& test CRC-ONLINE

@ UserPC
—4’ @ VMWare
& Win2000

®-£9 207.212.33.64 ] «'“
& dsco2811
= Sonicwatero]

/5 SAIMOD-~

" Map [Mb | Trend | Evert | Menu

|»

&
Vitvire

@

EETPE

History A Custom 1 &\ Custom 2 A Custom 3 A Custom 4 A Custom 5 A Custom §A Custom 7 A Custom 8 ]| <

focahos\ Administrator  Supervisor

Selection Tool Event Log Tool \ View Window Area
ELEMENT FUNCTION
Main Button Bar Buttons and controls to execute common commands quickly
Edit Buton Bar Buttons to quickly insert map elements
Selection Tool Tabbed control for selection of objects within different SNMPc¢ functional
modules
Event Log Tool Tabbed control for display of filtered event log entries
View Window Area | Map View, Mib Tables, and Mib Graph windows are shown here.




Console Button Commands

The following diagram shows the function of each button in the Main Button Bar and Edit Button Bar.
Each of these buttons has a corresponding main menu item.

Find Map Objects
Edit Object Properties

Use Read/Write Mode /Add a Device Object
¥ x———Show/Hide Event Log Tool «—Add a Subnet (Hierarchy Objec

# (' & & & @ «View Object History Events @ +—Add a Goto Object

'\View Obiect Current Events 4 +«—Add a Link Between Objects

Show All Mode )
25 «——Add a Bus Network Object

Zoom to Selected Rectangle
/ Normal Zoom Mode 3;? +——Add a Ring Network Object

@ P21 «——500m out ~~¥—Add a Regular Network Object
T T——Z00m In
Map View Back Display MIB Table
Map View Forward Display Mib Graph
Map View Parent Mib Browser Tool
//—Root Subnet Map View //Device Quick Poll
& B O G IEFII:-DNLINE x| |ifEnty . = B i L
\—Map Object Quick Select Mib Object Quick Selec

Selection Tool

I f you can"t see VYiédwtSelectioh Bochtemnuaorshotv ib. dJse,the Bedeetiont Thok

to manipulate objects from one of several databases. Use the drag control at the right of the Selection
Tool to change its se. Select one of the Selection Tool tabs to display a tree control for the database.
Use theright-click menu inside a selection tree for databggecific commands.

SELECTION TAB | DESCRIPTION

Map Map Object database, including devices and subnets.

Mib Compiled SNMP Mibs, Custom Tables and Custom Mib Expressions.
Trend Report profiles that define long term polling procedures and scheduled rey
Event Event filters used to determine what happens when an event is received.
Menu Custom menus thappear in the Manage, Tools, and Help SNMPc menus.




Event Log Tool

The Event Log Tool di splays different filtered
Event Log Tool, use theiew/Event Log Toomenu to show it.

1 Select theCurrent tab to $iow unacknowledged (current) events. These events have a colored box

at the left side of the log entry. The color of map objects is determined by the highest priority

unacknowledged event for that object.

Select theHistory tab to show all events, inclirdy acknowledged and unacknowledged events.

Select one of th€ustomtabs and use the rightick Filter View menu to specify what events

should be displayed for that tab.

1 Doubleclick an event entry to display a Map View window with the correspondinigelézon
visible.

1 To quickly view events for a particular device, first select the device and then use on¥iefithe

Eventsbuttons (or th&/iew/Active EventaindView/History Eventamenus). This will show the

device events in a separate window in thewWindows area.

To remove one or more events, select the events and prd3si¢tekey.

To acknowledge (remove current status of) an event, select the event and use-ttiekight

Acknowledgemenu.

1 To completely clear the event log, use Hie/Clear Eventsmenu.

=A =4

=A =4

View Window Area

The View Window Area is the main interface for viewing the SNMPc map and command results. This
area uses thiglulti-Documertinterface(MDI) specification to display multiple windows at the same
time.

Use theWindow/CasadeandWindow/Tile menus to rearrange the windows in the View Window Area
in a way that makes them all visible.

Windows in this area can be in one of several states:

1 A Maximizedwindow uses the entire area and hides any other windows behind it. diogaua
maximized window, the next temost window will still be displayed in the maximized state. You
need to be careful when using maximized windows because it is easy to lose track of how many
windows you have opened and there is an upper limit. lhés&/indowsmenu to see a list of
windows. Use th&Vindows/Cascadenenu to view all windows at the same time.

1 An Overlappedvindow does not take up the entire area. One window will be completely visible
and other windows are patrtially hidden behind kisTis the most common situation for the View
Window area because it lets you view maps, tables and graphs at the same time and quickly move
between them.

1 A Minimized window is displayed as a small title bar with window open/close buttons. Windows
are na typically minimized within the View Window Area because, as with the maximized case,
they can easily be lost behind other windows.

10



Working with the Map Database

Using the Map Selection Tree

Locate theSelection Toobn the right side of the consolé. f

you can-®“t

see

t he

View/Selection Toomenu to show it. Select the first tab markéap. The displayed Map Selection
tree shows all icon objects in the map. This includes subnets (which contain lower map levels),
devices, anda@o icons. Networks and links are not shown in the map selection tree.

=a =4

Each icon in the Map Selection Tree is colored according to the status of the represented object. Subn

Single-click on the small box to the left of a
subnet icon (folder icon) to open or close that
sublevel in the selection tree.

Double-click on a subnet name (right of folder
icon) to open that subnet level as a Map View
window (see below).

Left-click on any object name to select that
object. Use the shift and ctrl keys to select
multiple objects.

Use theDeletekey to remove selected objects.
After opening two subnet levels, select multip
device names amdrag the mouséo move
them fromone subnet to another. Note that ar
attached links and networks are not moved, a
links will be deleted during the move (you car
re-add them manually later).

Right-click on a device icon (colored rectangle
or name to see the availaliéght-Click

Menus Use these menus to edit the selected
object properties, display tables, and run othe
custom menus.

Open a subnet tree and use lieert/Map
Objectmenus oiEdit Button Bar buttons to
add icon objects to the subnet tree.

=3 SNMPc Management Console - [20

[&] File Edit View Insert Manage -

e A

=-{=] Root Subnet
=l 207.212.33.0

----- 4 CRC-ONLINE

----- < Exchange

----- < Firewall

..... 4 MSS0L

=l 207.212.33.64

----- 4 USER-FC
----- 4 Csco23i1l

----- & ProCurve-Switch

" Map [Mib | Trend [ Event [ Menu

= | Mormal
08/14/.

= | Mormal

08/14/200¢

For Help, press F1

icons (and the top level Root Subnet icon) shioevhighest priority color of all underlying objects.

11
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Using Map View Windows

Map View windows are regular overlapping windows that are displayed in the View Window Area of
SNMPc. This is the main area where you can see the map topology as a dizdjeanily manipulate

the map objects (add, delete, move). Note that the View Window Area shows multiple windows and if
the topmost window is Maximized (takes up the entire area) then any other windows will be hidden.
Use thewindows/Cascadenenu to shovall windows within the View Window Area.

i
File Edit View Insert Manage Tools Config Window Help

A E[and@omep &g = [y IoEE®

S Roorsuner 2] T [ coporate.—

&£ Branches
£+l Corporate
----- < CRC-ONLINE

= T B

=
@
< HelpDesk o
----- cooe
o one - .
4§ priest =
..... & Qo5
& Sdlesi0 - : K é = =r
; =
4 Saless @
----- @ sa
5300_Coret
_____ % vatm @ -
®-£9 ReD
-9 Sales App_Server| 4
£ S e
% 5300_Corel || %
< App_Server Caaal £
----- < Backup DN M
= sovces = o]

&) Company_WAN
< DNS
----- < Exchange

""" < Firewall
il !
..... & MysQL el

----- < Servers_1 Ll MySaL|
- R&D|
Map |Mib | Trend | Evert | Menu (R0 Qe Branches|

L4 4> M\ current £ History b Custom 1 A Custom 2 }, Custom 3 A, Custom 4 A, Custom 5 A, Custom 6 A Custom 7 b Custom @[ 4

For Help, press F1 llocalhost [Administrator  [Supervisor 4

Use theView/Map View/Root Submamenu to show the top level of the SNMPc¢ map.

Double-Click on any subnet name in the Map Selection Tree or subnet icon in a map view to show

a map view ér that subnet.

1 To easily move the map viewjight-Click anywhere on the view ardtag the mousd¢o move the
view contents. You can also use sweoll bars but this is not as easy.

1 Use theZoom Buttonsto see more or less of the map view. UseRae/Zoombutton to zoom
into a selected rectangle (left click and drag the rectangle). U4eltheatton to set the normal
zoom mode (icon and name visible). UseZbem ++ buttons to manually zoom.

1 Use theView All button to toggle th&iew All state fora selected map view. In this state, the view
contents are automatically zoomed so that all icons are visible. As you change the size of the view
window, the contents will change size. As the icon sizes get smaller, the icon image is hidden and
then thename is hidden. If your televel map is large and the View All state is enabled (default)
you may only see small icons. Use the manual Zoom buttons to zoom in to an area of the map
view.

1 Use thePrevious ViewandNext Viewbuttons to move back and torbetween different zoom

levels you have selected.

=a =4
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Moving Map Objects

SNMPc normally uses a discovery process to add subnets, devices, links, and networks in a logical
topology that represents a twevel IP Subnet hierarchy. The top level includésalter devices and
subnet icons. The second layer includes sipgie devices linked to Bus Networks under the
appropriate subnet icons. The top level map is automatically arranged as a star network.

Map objects are placed on the neahdap Grid Point when you move them. Use tl®nfig/Console
Optionsmenu and select thghow Gridcheck box to show map grid points. Set the grid size in the
Grid Spacingedit box.

To Move Objects at the Root Level

Since the discovery agent will continually arrarige top map level, before changing the root level
manually you need to change the way discovery works. Usedhfig/DiscoveryPolling menu and
then doone of the following:

1. Uncheck theEnable Disoverycheckbox ]
so that discovery is completely disabled R T | Generel | Frotn | eads | Comm | Fites |

2. SelectDiscovered ObjectBom theLayout =™ “™* oscowncontg
pull-down so that any newly discovered [ ey Resat |
objects are added to a separate subnet ic I Ping Soan Subrets
named Discovered Objects. o Restat Tne st [

3. SelectTop Level/Incrementafrom the ~Foling Confg
Layout pull-down so that any newly ,'; e
discovered objects are added using an Llju‘ — |
incremental | ayout o emsrds e e |5 ] o | oo |
disturb the existing layout.

To move objects at the top level just select one or more shjeatmap view and drag the mouse. The
selected objects are moved to the new mouse location. The following two map views show an
automatically (left) and manually (right) arranged Root Submap level:

i =

=

-Irvine
=21
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To Move Objects Inside Subnet Levels

Single portdevices are added to the second map layer, belovetep subnet icons. Each subnet layer
will also include aBus Networkthat all devices are attached to. You can move devices around the Bus
Network by selecting them and dragging them to the new positdowever, the Bus Network is
automatically arranged and the object will only be approximately placed where you dragged it.

I f you need to positively rearrange the | ower
regularNetwork This network will not be automatically arranged and you can move icons anywhere in
the view, as well as change the network shape with the ukacfion Points You can click and drag

any junction point or network segment, and add or remove junction fyirtsuble clicking on the
network.

You can also disconnect objects from the Bus Network by deleting the attaching link. Then the
detached object can be moved anywhere in the view. The following two map views show a subnet level
that is automatically aanged (left) and manually arranged using a regular Network (right):

Lox|  CEZEEm
i =
. —
[ 7
.l:ﬂ i
. v ‘ =)
rtest|

HP_2132]

Firewall

]
é Test_Lab)
u

—_————

g [T E0EEEE

l:l":
rtest test] SNMP WMWY Websi Win2000 l User-PC|
L = [stutpclvinviare )| webarr| winza0o J|user-oc]

To Move Objects from One Subnet to Another

Use thewindow/Close Allmenu to remove all view windows.

Open a map view for each of the source and target map subnets.

Usethe Window/Tile Horizontalmenu to make both windows fully visible.

Scroll and zoom the source map view so the objects you want to move are visible.

Scroll and zoom the target map view so the location where the objects will be placed is visible.
Select theobjects (click off icon+drag or shift click on icons) in the source map view.

Drag the selected objects from the source to the target map view.

NogkrwdbE

Note that any links will be deleted if you just move the attached objects. To move a network and all
attachedinks and objects you must select all of the items. You can also ukeith@opyor Cut

menus along with thEdit/Pastemenu to move objects (or create copies) but these menus will not
move link or network objects and the moved objects will not retein relative positions.
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Changing Object Properties

Use theEdit/Propertiesmenu to change the
attributes of one or more selected objects. To ¢
multiple obgcts, all selected objects must be of
the same type (subnet, device, etc.).

Set the object name in th@bel edit box.

Set the object type in theypepull-down. The
object type can only be changed for network tyy
objects (Ring, Bus, Network).

For Devte objects, set the object IP Address in
the Addressedit box. This can be in dot format
or a DNS name. You can also append a UDP i
number to a dehotation IP address (i.e.,
198.22.1122.168)

For Goto objects, set the name of the subnet th
the Gotogjumps to in theAddressedit box.

Set an alias name for a group of similar device
objects in theSroup edit box.

For icon type objects (Subnet, Device, Goto), st
the icon in thdcon edit box. This is normally set
to auto.ico so that an icon is selette
automatically based on the device SNMP Objec
Identifier.

Select théAccesgab to set access parameters fc
Device Link, or Networkobject. For a descriptio
of access parameters, please see the table on 1
next page.

To change an access paraengfirst select the
parameter name in thtrib table. The selected
parameter name is displayed in tif@mebox and
the current value in théalue pull-down control.
In theValue pull-down, select one of the pull
down values or type in a new value. tBlohat the
Value pultdown does not necessarily show all
possible values for the attribute.

When editing multiple objects, any access
parameter that has a different value for differen
objects is shown ag#### Changing these
attributes will set theew value for all selected
objects.

11
General | Access I Attributes I Dependencies I
MName: IciscoZEDD Lookup
Aol |72.155.us.1ss
lzon: Iauto.ic:n j Browse...
— Node Groups
127=0OnLine Reports j
D
Cisco 105 Software, 2800 Software (C2800NM-IPBASE-M),
Version 12.4(3)), RELEASE SOFTWARE fc2)
Technical Support: hitp://www .c
QK I Cancel Help
11
‘General Access |N‘tnbutes| Dependencesl
Name: IHead/Write Community
Value: Inetman| j iI

Attrib | Value |
SNMP V1
SNMP V1
public
netman
public
<auto>

MName:

Read Access Mode
Read/Write Access Mode
Read Community
Read/White Community
Trap Community

W3 Engineid

W3 Context Name:

W3 No-Auth Security Name
W3 Auth./Priv Security Name
V3 Auth Passwd

W3 Priv Passwd

<not set>
<not set>
<not set>
<not set>
<not set>

Cancel Help
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The following table describes the access parameters availableOjihet Properties Accesab for
Device Link, andNetworkobjects. Access parameters are not valid fdm8tiand Goto object types.

ATTRIBUTE NAME

DESCRIPTION

Read Access Mode

The mode used for polling and SNMP Read operations. 3€ls1R
(Ping) for nonsnmp devices. SeleBNMP VIfor standard SNMP
devices. SeledONE (TCP Onlyjor devices that wilbnly have TCP
services polled.

Read/Write Access Mode

The mode used for SNMP Write operations. Select SNMP V1 for
standard SNMP devices. You can also force this mode to be use
both Read and Write operations from your console (not polling
operatioms) by using the Read/Write button on the SNMPc¢ frame
button bar (% button from left).

Read Community

The Community name used for SNMP V1/V2c¢ operations when th
Read Access Mode is used.

Read/Write Community

The Community name used for SNMP V1/V2c¢ gems when the
Read/Write Access Mode is used.

Trap Community

The Community name expected in a received SNMP V1/V2c Trap
frame. This is used to match an incoming trap to a map object.

V3 Engineid

SNMP V3 Engine Identifier (detected automatically).

V3 Context Name

SNMP V3 Context Name (normally blank).

V3 No Auth Security Name

SNMP V3 Security Name to use with the noAuth access mode (nd
authentication, no privacy).

V3 Auth/Priv Security Name

SNMP V3 Security Name to use with authenticated or private
(encrypted) access modes.

V3 Auth Password

SNMP V3 password to use for authentication.

V3 Priv Password

SNMP V3 password to use for privacy (encryption).

Select théAttribute tab to set typalependent

attributes. For a complete description of all typ : :
B . General I Access  Attibutes | Dependencies |
dependent object attributes, please see the tabl
MName IEackgmund Shape
on the next page.

f To change an attribute, first select theilttie Vaie:[sauare =
name in theAttrib table. The selected attribute ki (Name Ve '
name is displayed in tHéamebox and the ey
current value in th¥alue pull-down control. Grec Pogrn et exe

i enval
1 IntheValue pull-down, select one of the pull Pol Tmeaus 2
. oll Retries
down values or type in a new value. Note that 1 Poling Agert  locakhost
Value pulkdown does not necessarily show all S vodbs  fopetmed |
possible values for the attributélse the>> e, ®
button to show an expanded selection mechani: e N e D26 12eab740
for the Selected att“bute Value SNMP Object|D CISCO-SMllciscoProducts 576
When editing multiple objects, any attribute that
has a different value for different objectsiown
. . . QK I Cancel Help
as####t Changing these attributes will set the

new value for all selected objects.




The following table lists each available attribute in@igect Properties Atibutestab, the object types
it is valid for, and a description of the attribute.

OBJECT" | ATTRIBUTE DESCRIPTION
NAME
D,L,N,S,G | Show Label Show or hide the object name.
S,G,D Background Icon background, one of Square, Circle, Hexagon, Octagon, o
Shape Diamond.
S Bitmap Background bitmap image.
S Bitmap Scale Background bitmap image scaling factor (bigger number expand
L Show Link Link names normally hidden.
Name
D Exec Program Doubleclick program for devices. Include any of the following

spedal program arguments:
$a—IP Address, $r node name, $g Read Community;
$s— Set community, $w console window number.

D,L,N Poll Interval Seconds between poll sequences.

D,L,N Poll Timeout Seconds to wait for a response after a poll is. sent

D,L,N Poll Retries Number of times to retry a failed poll during a single poll sequen
D,L,N Polling Agent IP Address of the Polling Agent system that performs regular an

trend statistics polling for this object. Unless you are using Renm
Poling Agents, this is set timcalhost

D,L,N Service Polling | List of services to poll (TCP or custom service polling)

D,L,N Status Variable | An SNMP variable with instance that is polled to determine devi
status (as opposed to just polling for deviesponse). For exampl
ifOperStatus.3.

D,L,N Status Value The number to be compared to the returned Status Variable val

D,L,N Status OK Expr | The expression to use when comparing the Status Value to the
returned Status Variable to determinghié status is OK (<, >, <=,
>= = |:)

D,L,N HasRMON Set to TRUE to enable the RMON tool.

D, L MAC Address Primary device MAC address or link MAC address, if known.

D,L,N SNMP ObjectID | ReadOnly. The System Object Identifier of an SNMP object.

Note 1:D = Device, L = Link, N = Ring, Bus, Network, S = Subnet, G = Goto
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Adding Map Objects

SNMPc supports several object types, including subnets, devices, links, and networks. To add objects,
first open a map view window and then use one ofrilsert/Map Objectnenus or th&dit Button Bar
buttons. After adding icon objects, you need t
new object, use théiew All button. The following table describes the different object types:

TYPE DESCRIPTION

Subnet A Subnet icon contains other map layers, possibly including other subnets.

1 Doubleclick on a subnet icon to open a view window for the next layer down.
1 Use the Parent Window button to go up one layer to the parent subnet view.
1 Use he Root Subnet button to open the top map level view.

Device A Device icon represents a polled device, including SNMP and Ping polled devices.
1 When adding a device object, you need to set the device Address in the displayg
Properties dialog box. Youwappend an optional UDP port to the address as

x.X.x.Port.

1 Then select the Access tab and set the Read Access Mode and Read/Write Acc
Mode parameters. U$€MP (Ping)for nonSNMP devices (0NONEwhere you
only want to poll TCP services), and &EMP V1for regular SNMP devices. For
SNMP V1 devices, you must also set the Read Community and Read/Write
Community parameters to valid community names.

1 Finally, select the Attributes tab and set appropriate values for the Poll Interval, §
Timeout, andPoll Retries attributes.

Link A link object is a line between two icon objects (subnet, device, goto). Link objects ¢
polled so you can optionally set an IP Address and Access/Polling attributes as with
Device Object. However, by default litke Poll Interval for links is set to zero so it is n
polled. To add one or more link objects, first select two or more device objects and
optionally a single subnet or network object, then press the Add Link button from the|
Button Bar.

Network | There are several types of Network objects which have different layout styles.

1 A Bus Network automatically arranges the network and attached links/icons in a

configuration.

A Ring Network automatically arranges the attached objects in a ring.

A regular Network object can be manually shaped. Deciitk on a Regular

Network object to create a junction point. Doubliek on an existing junction point

to remove it. Click on a junction object or network segment and drag it to move

the mapview.

1 Network objects can also be polled but the Poll Interval is set to zerep@iledl) by
default.

Use one of the Add Network buttons from the Edit Button Bar to add a network. If yq

first select several icon objects, SNMPc will also add links eetwthe icons and the new

network.

f
f

Goto A Goto object is like a subnet in that you can dotdbiek on it to open a new map view
window. However, a Goto object displays the map subnet that is named in the Addr
field. To make a Goto that opens the R6abmap, leave the Address field blank.
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Viewing Device Mib Data

Using the Mib Selection Tree

1 First select one or more SNMP device objects.
1 Locate the Selection Tool at the left of the console [l Fle Edt Vew Insert Menage Toois Conf
window. | f you VewSeldionTeoe # o & [& & B [& 0 1
menu to show it. Press tihib tab to activate the MIB =TT
X ) N p Mibs -
Selection Tree. This tree shows all compiled standart -5 Custom-Tables
and private Mibs. B3 momt
X B system
1 Open theMgmt subtree to show standard Mib element | - |Svsteminfo
Open thePrivate subtree to show vendapecific Mib i G
elements. Note thaach device supports a subset of tl - inke
standard and private Mib g ot MertTE
a device supports a particular Mib table. jjg :Enp =
1 Open subtree elements until you see one or more tab BEY to =l

grid icons listed. These are the Mib table definitions t
you will be mostly working with.

1 Right-Click on one of the table names and usée\tesv
Tableor View Graphmenus to display the contents of
the table for the selected devices as a form or graph.

Map | Mi |Trend | Event | Menu |

Using Manage Menus

Select one or more SNMP devices objects and usd&nageor Right-Click menus to display

common SNMP MIB tablesiiseveral formats. Note that not all devices implement all tables in these
menus so in some cases the menus will fail to
specified in the menu is supported.

Use thelist <tablename>menus to disphaa single entry table.

Use theEdit <tablename>menus to show an edit dialog for a single entry table.

Use theDisplay <tablename>menus to display a muléntry table.

Use theGraph <tablename>menus to display a graph for all instances in the tablal cém also
start a graph after selecting some elements in a displayed table.

=a =4 -4 -4

Using Custom Menus

Managemenus are actually builbh custom menus from an external configuration file. You can also
add custom menus to display particular tables. For exarmhgteu have only a few device types in

your network you probably should add custom menus to display the vendor specific tables for those
devices. You can then display Mib information using the R@Jitk menus instead of searching for
Mib tables in theMib Selection Tree. For more information about custom menus, selddethetab

of theSelection Toolnd press thEl key.
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Table Display Elements

The following diagram shows a sample table display and describes the function of table controls.

Event Log Tool
Save to File:

Edit Entry
Show Graph‘\ \

v X ||"E&'J “(K_/H? 10335131:

o/
v X njaiE A2 H? 0T
Findex | NetAddress PhysAddress Type
1 72.165.116.1 00e0 1e 68 6b a3 dynamic -
1 721651162 0006b13a 136¢ dynamic
1 72.165.116.3 00 14 6c 0c b8 63 dynamic
1 721651164 002006250028 dynamic
1 72.165.116.6 0024 14 ecb740 static
1 72.165.116.18__ [ 00008542237 dynamic
1 7216511620 [001143db662d dynamic
1 7216511635 | 001372006534 dynamic
1 7216511637  0011d8610343 dynamic
1 72165.11638 [ 000cf1alfd Sa dynamic
|1 [72165.11652  [001280d99445  [dymamic | =l

\ LSearch
Switch Axis
Short Names

Pause Polling
Edit Controls

1 To start a graph display, first select one or more cells (rows, columns, or individual cells), then use

il

the Show Graphbutton.

To change a table cell and d&at Operatiorto the device, first locate settable cells (those
displayed irblue). Double-click the cell to move into thEdit Mode Enter the new value directly
into the cell (or select from the ptdbwn if it is displayed). Then press tG@eck Edit Control
button. To cancel a Set operation in progress, pressrtss EditControl button.

Graph Display Elements

The following diagram shows a sample graph display and the function of graph controls.

% 1fByteStats (cisco2811) =101 x|
O N [l @ B [ Foecoss = [1 & > <

35K

28K

21K !

1.4K /\ i

e e — g

123300 123305 123310 123315

1233 1233

08/20/2009 08/20/2009 08/20/2009  08/20/2009 osxzox?o%NJmox:

| st... | variable |Scale |cur  [Min  [Max_|Ave | Total |§:A[
v F3fOutOctets 1 1.0 238 238 2853 557733 73063 o N/-

v Oct 0 4 9 9 dd
«| | »

Restart Graph
Pause Graph

Save to File
/IGraph Style

O il H [ @ @ B [0 Tsecones 5 H @ B <o
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Graph Styles

The following diagram shows sample displays of the four graph styites;:Bar,

Pie. Note that the Bar and Pie show Average values.

4 IfByteStats (cisco2811)

Distribution, and

o] _loix]
o nd @!@cmllaswm\ﬁsgat»u Ol |/ [|m @ B [ =Hseconds = [ 4 & ]
K 1.5
7K 12K
54K !
{ 500
36K | ) .
1.8K N X, - A
0 pr / N /\./" e ﬂ-
14.115.45 14.1I3.50 14.1‘9:55 14.2‘0.00 14 2’0 05 14:2ID: 0 —
08/20/2009 08/20/2009 08/20/2009 08/20/2009 08/20/2009 08/20/Z Average Values from: 08/20/2009 14:19:21 - 08/20/2009 14:20:11

Average Values from: 08/20/2009 14:19:21 - 08/20/2009 14:20:11

0 a2 & & a
| s I s s s [ s s |
Values from: 08/20/2009 14:27:24 - 08/20/2009 14:27:38

ave | Total ||| [st.. [ variable [Scale [cur  [Min  [Max [Ave [Total =
2 10 8549 356115 30982 v EE7OuOctets.T 1.0 239 239 6894 697912 142374 —
v F—lfOutOctets.2 1.0 15831 0 7395 430218 37429 _I;‘ v T lfinOctets. 1 1.0 430 218 7977 72723 148355 %
. | K | 27
o] R
O Il K [ @ B [ Heonss = 5 @ [l[o|/n @ d (@ @8 [ Hseconae = [ @& & ]
finOctets.1 (18.7%) : W<250
e R 250 -> 500
fOutOctets.1 (17.8%) [500 => 750
0750 => 1K
O1K => 1.25K
E125K=>15K
ifVolumeBytes.1 (36.4%) fOutOctets.2 (7.5%) o };?;:: 27K5K
A——— ifinOctets.2 (6.0%; E2K => 225K
#VolumeBytes.2 (13.6%) S SN S S W225K >

St... | Variable |Scsle [cur  [Min_ |Max_ [Ave | Total -I st.... | Variable | Sclle  [cur [ Min Max | Ave | Total 4
v B OutOctets 1 1.0 233 239 6834 711468 123084 v EEOuOctets. 1 1.0 233 239 2253 737231 9584
v lfinOctets1 1.0 218 218 7977 748249 129447 Xl ||v FlfinOctets1 1.0 278 218 2070 660846 8591
< | 2K | 27

Graph Paging Controls

The graph is difficult to view with many variables at the same time. Udeafpe Controldo enable
blocks of variables. Use thiaginatebutton (paper sheet icon) to enablevariables or just the first
page (8 variables). Use tReev PageandNext Pagebuttons to enable the previous or next page of

variables.

Graph Legend Control

The Legend Control displays all variable names and a data summary, including the ®inienim,

Maximum, and Average values.

=A =4 =4 =4

Drag the bar at the top of the Legend Control to make the control bigger or smaller.
Double-click the check mark at the left to enable or disable of a variable.

Use theRight-Click Propertiesmenu to set line propies and scaling for a variable.
Double-Click on the Graph View area to show or hide the Legend Control.
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Saving Long Term Statistics

SNMPc Trend Reports save long term statistics for any SNMP table and also SNMPc Service Polling
pseudetables. Each rept saves data for one table and up to ten devices. You can set manual
threshold alarms for any variable instance to generate an event when a variable reaches a specific value.
Data is saved in a private format database at one or more polling agemtssyddata can be
downloaded and viewed in a regular graph window for a specified date period.

For theEnterprise Edition onlySNMPc also exports trend report data automatically to printers, text

files, WEB HTML files, and an ODBC database. Exportedrepcan be generated on an hourly,

daily, weekly, and monthly basis.

To Create A New Report

Locate theSelection Tooht t he
View/Selection Toomenu to show it.

= =4

Enter a name for the new report.

=A =8 =8 =4

eft

First select one or more device objects usingMhp Selection Tre@r aMap Viewwindow.

of t lete Sekeatic ddoleuse thel f

Select théTrend tab and open thENMPc Trend Reportgroup name.
Use the RighClick Insert Reportmenu to add a new report.

Select one of the builh table names from thidib Table pull-down. You can also press the

button to select any standard or private Mib table.

]

poll interval if you have severagports.

For initial test purposes, set tRell Interval to 1 minute. We recommend that you use a 10 minute

1 Press OK to save the report using standard settings.

f:_? SNMPc Management Console

File Edit Wew Insert Manage Tools C
o DHETRE T SO

El:l‘-l] Trend Reports
E| =5 SNMPc Trend Reports

View Report...

Insert Report...
Order Reports. ..
Add Report Group...

Properties. ..

nLine Server Disk
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General | Export Destinations I Export Filter | Page Layout I
Report Title [Network Health
—Mib Table
Ilnterface Ltiization (%) j a I
List: ¢ Buittins ¢ Al Report Tables
[V Counters/Expressions Orily Instances |
Foll Interval: (10 | Minutes ™ Exclude From SNMPc OnLine
— Devices
™ Al Devices Add... | Delete |
AP_Lab
cisco2811
HP_2132
Local_Switch
ProCurve-Switch
oK I Cancel Apply Help
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Viewing Trend Data in a Graph Window

1 Assuming you set a 1 minute poll interval, wait abot =~ & psiy ¢ Monthly

10 minutes to save some data.

71 Rightclick on the new report name in the Trend b
Report Selection Tree and use Bx@pertiesmenu. 2 3 4 5 s 71 38

1 Use theView Reportmenu. . o il . .

1 Select the current day afingle Merged Graplo see 3 24 2% 3w 27 B 2
all data on one graph. N 1 2 2 4 8

1 Press OK. Some progresislogs will be displayed ' Single Merged Graph

and then the report data will be displayed in a regul

SNMPc graph window.

View Report 5'

<<[ <|  Aug 2009 > ||

" Single Instance / Multiple Yariables

 Single Yariable / Multiple Instances Cancel |

Irrespective of the report poll interval, &@buntervariables shown in a trend report graph window are

normalized to pesecond values

Viewing Trend Data as Web Reports

The SNMPc Enterprise Edition onlycan automatically export trend report data to a variety of targets.
The most common export target is to HTML format files that can be viewed remotely using a WEB

browser.

Setting The WEB Directory

Use theConfig/Trend Reportsnenu.

Set theWeb Directoryedit box to the
name of a directory that can be acmab
by both SNMPc and your WEB server.
1 SNMPc WEB reports will be exported t
a subdirectory nametrendReportsand
the main HTML file is named
reportGroups.html

f
f

Trend Reports Global Settings x|

"Instance Scan  WEB Settings |Schedulas | Automatic Alarms |

—General

Directory: Ic.'-pruglam files‘\enmpc network manager

JPG Width: |54D Height:  [400

—Saved WEB Reports

Hourty: |24 Daily: |1 0

Weekly: |4 Morithly: |4

oK I Cancel Help

Setting the Report Export Schedule

Press thdrendtab in the Selection Tool.
Right-click on the report name and use th
Propertiesmenu.

Select theExport Destinationgab.

Make sure thato WEB Servelis checked.
Check theHourly Schedule checkbox.
Press Ok.

=a =

= =4 =a -4

=
"General  Export Destinations | Export Fiter | Page Layout |

 Export Imagy Schedule ——

I™ To Prnter: [<C ¥ Hourly

€ llandscape. 4% Portralt ¥ Daily
[ To WEB Server I~ Weskly

Styles: ¥ Summary W Graph [~ Pie ™ Morthly
I Bars I Dist

- Export Text
I Tofie: |

€ Tebsep &) CommaSen

= éndRur: |

0K I Cancel Epply Help
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The WEB report will be exported on the hour for the previows u wotttsof data. Wait for several
hours and then use tA®ols/WEB Reportsnenu to view the WEB reports in a WEB browser. The
following is a sample SNMPc hourly WEB repoftiote that all vertical (Y) scales are normalized to
persecond values.

-Ipix
Eile Edt View Favorites Tools Help |
Gtk - o= - (D) ﬁ ‘ @Search = Jngdress @c:\snmpmt\TrandRapmts\rapthrnupFrame.htm x| @

SMNMPC Trend Reports
SNMPc Trend Reports - Howly | Daly | Weeldy | Monthly j
Hourly Reports
Interface Ultilization RMON Statistics for July 27 12:00 Page 1
207.212.33.18.Local LAN
« Tul 27, 2001 10:00 i
+ Jul 27 2001 11:00
» Jul 27 2001 12:00 840
RMON Statistics 5.7

« Tul 27, 2001 11:00 5.04
« Tul 27, 2001 12:00
3.36

- g - = — — e
12:00:00 12:09:38 12:19:18 12:28:58 12:38:37 1224518 T2ET
Fi2T/2001

Bl ctherStatsPkis 64 Octets Bl ctherStatsPkts&Sto 127 Octets
Bl etherStatsPkts 1 25t02550ctets [EetherstatsPkis256to51 1 Cotets
EetherStatsPkis512to10230ctets CetherStatsPkis 1024t015180ctets

[First | Prev | Next | Last] - [ Graph | Pie | Chart | Distribution | Sumnmary]

Note: WEB reporting is only available in the Enterprise Edition.

Limiting Saved Instances

The polling agent normally polls all available instances for each variable in a tremttagfpem To
limit polled instances, select the report name inTitend Selection Treand use the Rightlick
Propertiesmenu, then use tHastancesbutton.

1 Select one or more rows in the -lolx
displayed table and press thdd 5 [ Report Table Tnstances

button to add them to tHastances E“?;ﬁ"j;f;ﬁer S
Treeat left. e

1 Inthe Instances Tree, select one o
more labels (including<All Other
Instances} and press thinclude
or Excludebutton.

1 For each included instance, use th .
Edit button to set textual instance tnchude | [Exciade ] Edt. | ccadd | Debs | Selet| ok | cancel |
names and manual threshold alarn
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Setting Threshold Alarms

You can generate a Threshold Alarm when a polled SNMP variable value meets certain criteria.
SNMPc supports three distinct mechanisms for generating Threshold Alarms as described in the

following table.

ALARM TYPE

DESCRIPTION

Status Variable Polling

Use the Object Properties dialog to set a single SNMP variable plus
instance that is polled in real time (Poll Interval attribute seconds). U
this for Emergency Status Polling. For example, poll for UPS battery
failure, disk full,or link down conditions.

Automatic Trend Baseline| SNMPc automatically determines a baseline value for all variables ir

trend reports that you add. The baseline is set after a learning perio
periodically adjusted. The polling agent will gesteralarms if a polled
value exceeds the baseline by a preset percentage.

Manual Trend Threshold

Use manual threshold alarms in trend reports to specify a particular
condition to test. This is commonly used to monitor line utilization
variables. In tts case the alarm condition is well known to the user
involves a longer polling period (e.g., 80% over 10 minutes). al

Setting Status Variable Polling

1 Using theMap Selection Treer aMap View - :
Window Right-Click on an SNMP Device, ibk, or =
Network object and use tiRropertiesmenu. Geners| Access Abutes | Dependencis |
1 Make sure théddressfield is set to a valid IP Name:  [Status Vakse
address. You can optionally append a UDP port Value:  Jup =] [0
number to the address as x.x.Ratt. #erb: [ TName [Vais [
f  Select theAccesgab. kvl
1 For aregular SNMP V1 device, f¢ad Access B e e
Modeto SNMP V1and seRead Communityo a Fol imenval b
i I Poll R 2
valid community name. e eahon
ﬂ Se'ect th@\tt”butes tab Service Polling “Telnet AnonF TP HTTP
) Status Variable fOperStatus.3
71 SetPoll Interval to the number of seconds betwee i
successive polls. Has RN Mo echr0
. ress ech?
I SetStatus Variableto the name of amtegerSNMP SNMP ObjectiD  CISCO-SMiiiacoProducts 576
variable including an instance (e.g., if@ftatus.3).
Make sure you enter a full variable instance.
1 SetStatus Valueto theNumericvalue for your ok | Concel | veo |
comparison (or one of the pubwn aliases). |
1 SetStatus OK Exptto the test performed to General  Attibutes | Dependencies |
determine _if the status_ test passes. Usé&/Hiage Nome: [Pl DK Bt
pull-down list for possible tests. v [B i
Aitrib: Name | Value | -
. H H Back, d 5h 5
Note: For variables that have a textual instance part, yi Eree Progran - sata e
rather than full SNMP dot notation. ML dddress 0000 00 000000
all Inkerval 30
Pall Tirmeout 2
Pall Retries 2
Folling &gent 20817713475
Status Variable if0perStatus. 3
Status Value down
Status OK Expr I=
Get Community public

e xt



Configuring Automatic Alarms

Use theConfig/Trend Reportsnenu and select thieutomatic Alarmstab. You can set various
parameters of the automatic alarm algorithm in this dialog. Généraldefault settings are adequate
and the main thing you might want to do is disable automatic alarms by uncheckifptile
Automatic Alarmscheckbox.

Setting Manual Threshold Alarms

You must first create a trend report for a set of devices asiNdP Mib Table. Please refer to the
earlier sectionSaving Long Term Statistickr a description of creating trend reports.

Select the report name in tihieend Selection Treand use the Rightlick Propertiesmenu, then use
theInstancesbutton.

. =T
ﬂ SeleCt one or more rows in the =[] Report Table Instances Index | Descr InUtl  [Outlkl | TotalUti | EmorsPerc
displayed table and press thdd = G SeralD

i P4 <All Other Instances>

button to add them to the Lt 1 {Seria)
Instances Treant left. o 2 Eene
1 Inthe Instances Tree, select one
or more labels (includingAll
Other Instancespand press the
Include or Exclude button. q i —
1 For each includ# instance, use

Ethemet0 5. 2.33
Seriall 0 0 0
Nulld o o 0

0
0
0
0

e

. Include Exclude Edit. Add Del Select Ok Cancel
the Edit button to alarms for each | (o] | o] oo | | | |

variable

; ; x|

1 Select a variable name from the list at the bottc === —

of the Instance Edit dialog. Instarce Nome:  [Now Vork T3 Link
1 Enter a simple expression at fhieresholdedit ~Manual Alerm

box. This is an operator (>, <, =, >=, <=, I=) an | vaisble: [f0utlti

a numeric cosctan_t. _ Teshelé. 50
1 You can also optionally enter a name for this — [T

variable instance in thestance Nameedit box. il o

. . . . il il >

This makes it easier to determine what the iTotalli

threshold alarm refers to. fEnorsFercent
1 Press OK. You will see a red exclamation mar!

next to the icon in the Instancese€rfor any

instances that have manual alarms. | -

4 »

Please keep in_mind that fﬁ)ountervariabl_es, the ok ] el | heo |
values you set in the manual threshold will be

compared against a polled sample. The polled

sample will be larger or smaller depending on the trend reptrinperval. For example, a link that
shows 100K bytes in one minute might show 1000K bytes in 10 minutes. This is different than what
you see in trend graph, in which the samples are normalized-sepend values.
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Polling Application Services

SNMPcsupportscustomized polling of any TCP appiton servicesimplified polling of four builtin
TCP application services (FTP, SMTP, WEB, and TELNERdexternalpolling of norTCP services
by customapplicationsThis setion describes how to poll TC#rvices. For more information about
external progam polling, please use tlitelp/Help Topicsmenu, open th€ustomizing SNMPdink
and then open thBevelopingServicePolling Applicationslink.

. . |
SNMPc polling agents can automatically

. . | General Frotm | Seeds | © Fill
check for the existence of the btiiit TCP e e == | see | G | it |
. . . ¥ Find Non-SHMP (Ping) Nodes

services on discovered devices and [ Find RMON Devices
configures these services to be polled. Fid TEP P
[V WEB ™ Telnet
Use theProto tab of theConfig/Discovery I SMTP (il
Polling dialog to enable discovery of the fou
built-in TCPservices.
Layout: Im
¥ Use full DNS name
¥ Enable Poll &fter Layout Delete ”TI Cancel | Help |
To enable service polling for a device, rigititk the x|
device object in a map view and use Ereperties General | Access Atirbutes | Dependences |
menu then select thtributestab. Select th&ervice Name  [Service Poling
Polling attribute. Value: =l >
Agtrib: Na.me | Valu.e |
1 UsetheValue pulldown list to select one of the Chiect Type Doviee
available services (*Ftp, *Telnet, *Smtp, *Web Background Shipe Crck
c Program auto.exe
Pall I | 30
and custom names). Fol Itenval 2
Poll Retries 2
. . ) . Polling Agert localhost
I To select multiple services for the device, type i Senice follg T Teet“ieb
the service names in tM&alue edit box, separatec Sl 0
us T =
by commas. For examp Has RUON No
MAC Address 00 el 1e 68 6b a%
SNMP Object!D CISCO-PRODUCTS-MIBlcisco25...
1 Alternatively, doubleclick the Sewice Polling
attribute, or use th@ > >batton, to select

multiple services. k| _cocel | nee |

Custom Service definitins allow more flexible and powerful polling of your application servers:

1 You can optionally send a text stringad CP service and compare the reply to a text pattern.
1 Each map object can poll up to 16 different Custom Services.

1 There is no limit on té total number of Custom Service definitions that can be created.

1 You can optionally run an external custom application to poll the service.

Doubleclick theService Pollingattribute, or use thé > >botton, to edit Custom service definitions.
ThePoll Servicesdialog is displayed.
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Use the controls in the uppBolled Services for this Objeskection to manage polling for the selected
device.

|
To enable polling of a service for the device: ~Polled Services for this Object

Puolled Servicas:

All Services:

i Select the service name in thl Servicedlist.
T Press théddd>>button

To disable pding of a service for the device:

— Edit Custom S ervic

1 Select the service name in tRelled Servicesist. Senice Name: [1TTF fdd

1 Press th®el<< button. senicelD:  [15 TCP Part: |20 _Chenge |
Send Shing IHEAD!HTTPH1\r\nHost:5NMF &l
Expect Shing IHTTPH1.1 20 Test |

Use the controls in the low&dit Custom Services PolEvec: | —

section to add, delete and change Custom Service

definitions. [ ok | concel | Hep |

To add a neW CP Custom Service definition:

Enter a new name in tt®ervice Nameedit box.

Enter a TCP port number farTCPservice in thelrCP Portedit box.

Optionally enter a short string to transmitetd CPservice in thesend Stringedit box.

Optionally enter a pattern string to match agam$CPservice response in tl&pect Stringedt

box. You may use ASCII text and asterisk wil:
1 Press théddd button.

=A =4 =4 =4

After adding a new service definition, you need to presétite->button if you want this service to be
polled for the currently selected device.

To delete an existingustom Service definition:

1 Select the service name in thk Servicedlist.
1 Press théeletebutton.

To modify an existing Custom Service definition:
M Select the service name in thAl Servicedlist.

1 Make changes to thgervice NamgeTCP Port Send Stmg, Expect String or Poll Execfields.
1 Press th&€hangebutton.

Note that service names prepended by an asterisk arérbaiitt cannot be changed or deleted. These
services are *Ftp, *Telnet, *Smtp, and *Web. These services use a simplified conlyeform of
polling.
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Emailing or Paging the Administrator on an Event

This section shows you how to dial a pager or send email to the SNMPc Administrator user when a
selection of devices goes down.

Step 1: Add the Administrator user to Air Messenger Pro

To use paging you must first install Air Messenger Pro by using the Win8tawtgPrograms/SNMPc
Network Manager/Install Air Messenger Prmmenu. Start Air Messenger Pro and add a user (not a
group) named Administrator. Configure and test the Air Megsr Pro modem/pager settings and
make sure you can send pages.

Step 2: Set the Email/Paging global event options

[Event settings.. El
~Email/Paging
1 Use theConfig/Event Optons menu. R
M SettheSMTP Server Addrestm the IP SMTPAunPeso [
Address of your email server in dot notation Pogecbppliaton  [Air HessogeFio Mol 7]
(a.b.c.d). A; et Ig fo oy oa
1 Set theEmail From Addresgo an email =
address that is valid at your server (e.g., B | [ =]
snmpc@castlerock.com P
1 Select theP_'ager Application(Air Messenger ettty Eves o Ton [ 55/ Do
Pro or Notify!Connect). D
1 Enable theEnable Tracing to History Log L el ot
checkbox. Later, when you have verified that e ——
email works you can disable this option. i [ B
[ ] Concel | Help |
Step 3: Set the Administrator Contact Info ]
General | Restricted View |
1 Use theConfig/User Profilesmenu. Usemame: [Famrtiator Password: |
f  Select theAdministrator user and press O e S
Modify. [ User rfe
1 Set your email address in tEemail edit box. :wﬁ :
1 Select thePager Typgnumeric or ez |
alphanumeric).
f Set the days and times you want to be emaile 'E“'“E“"‘:"’ . e
and paged. oz e @y com
T You can use th&rouplandGroup2edit Z::D pl.mn—v P o
boxes to set two alias names foultiple users. e [l W
For now, leavesrouplset to Default. ST [0
SopTime: [240000 | 7 Aways Send Emai
[ ok | cCancd | e
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Step 4: Add an Event Filter for the pollDeviceDown event

=A =4

Locate the SNMP&election Tookt the left
side of the consol e.
View/Selection Tooto show it.

Select theEventtab on the Selection Tool.
Open theSnmpeStatusPolling subtree, which
contains all polling related event actions.
Open thepollDeviceDownsubtree, which
contains all event filters for the Device Down
event.

Right-click on theDefault event filter and use
thelnsert Event Filtermenu to add a new
event fiter.

The Add Event Filterdialog will be displayed.
Enter anEvent Namefor the new event filter at
theGeneraltab. For example, set the name tc
Primary Router Down

-_"3-_ SNMPc Management Console

File Edit View Insert Manage Tools Config

daaad[EL

Global-Defaults
Snmpc-App-Events
Snmpc-Backup-Service
Snmpc-Map-Editing

- Snmpc-Status-Polling
J_’l‘s Default

EH'E' pollDeviceDown

L e ¢ Default
‘fﬂ EWWY  Insert Event Filter...
- M-4§ polRequ  Properties...
. H-i§ pollResparise

: . ‘_rﬂ pollserviceDown

- ol 4

_I—]

Map | Mib |Trend | Ewvert | Menu

Fl- @ Event Actions
o5 -

Step 5: Select the devices to match the Event Filter

=A =4

30

[N Browse Map Tree... x|

Select theMatch tab of the
displayed Add Event Filter dialog.  geum e | 33T e
Press thédd button. —— = £ 27212320
Use the tree control to select one Vorvae: |
more device names and press OK = 5
The matching device names are pollz
displayed in th&ourcedist box.
™ Show Parts Cancel
Node Group: | <NONe> T —
USER-PC
oK Cancel Help




Step 6: Set the Email/Page event actions

Select théActionstab of the displayeédd
Event Filter dialog.

SelectDefault from thePage Grouppull-
down tosend a page to all users with a
Grouplor GroupZ2alias set tdefault(i.e.,
the Administrator user).

SelectDefault from theEmail Group
pulldown to send email to all users with a
Grouplor GroupZ2alias set tdefault(i.e.,
the Administrator user).

PressOK to save the new filter.

Step 8: Test the new Event Filter

=a =4

= =4

Select theMap tab of theSelection Tooknd

select one of the devices you matched in
new event filter.

Use theTools/Trap Sendemenu.
TheTrapSendtool shows an Event Action:
tree on the left side. Open tBampeStatus
Polling subtree and select the
pollDeviceDownrevent.

Press th&endbutton.

Close the TrapSend tool and look at the
SNMPcEvent Log Tool(at the lower part ¢
the consol e) . I f
Tool, use thé/iew/Event Log Toomenu to
show it.

x
General | Match Actions |
Actions: log W Beep [ Mam [ CearDups [ Exportto ODEC
Set Priorty: | Ciical-Red =] Play Sound: [<NONE= -
Email Group ~]  PageGou: [aONE> 7]
Emai Subject: [
Fun Program: | =] L |
FowardTo: [ T A RessanTo:[ 5 |
Clear Events: [polDeviceDown - Default (Ato) Yes
porbns St —
ollResponge - Defaut (Auto)
P olSemreapolfoied Deia (o) B ko
pollService Responding - Default (Auto)
pollStatusTestFai - Defauit (Auto)
polStatusTestPass - Default (Auto)
[ ok | concel Help
=101
-4 Event Actions From Object: | cisca2811 | =

£ snmpTraps j
{3 Global-Defaults
B9 Snmpc-Status-Poling

-G Default

4 polRespanse

43 pollNoResponse

£ pollStatusTestPass

ToAddress [127.0.01

Commurity, [pubie |

SendCount: [1 | Deay [0 +]
TipHame: [polDevicsbonn
Vallare  [pollssste

& polStatusTestFal

- polRequestRejected vatps e
-£, pollDeviceDown
- poliServiceResponding War Instance: |0 hd
-, poliServicePolFaied VW lm
4 pallServiceDown
B3 Snmpc-Map-Editing Name [ alue
[-£5  Snmpe-Threshold-larm pollastState. 0 respanding
£ Snmpc-System-Info
B3 Snmpc-App-Events
-5 Samne-Rarkin-Service =
1 | 4»|J 4 (0|

ae || [ ez || [ Emes | [ Gow || [Smets)| [ e Bl

Select theHistory tab in theEvent Log Tool
You will see a red Device Down event for tf
selected node and some white diagnostic
messages about the Email operation.
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Using Other Event Types

We have used thaollIDeviceDownevent as an example for this section. The mechanism is the same

for other types of events, including those generate@taius VariableandManual Threshold Alarms
The following table shows common SNMPc events and when they occur.

EVENT SUBTREE

TRAP NAME

DESCRIPTION

SnmpeStatusPolling

pollDeviceDown

Device has not responded for three
consecutive poll sequences

polINoResponse

Device failed to respond to one poll
sequence

pollRequestRejected

Device rejected the sysObijectld.O or th
userset satus polling variable.

pollResponse

Device responded to a poll sequence

pollServiceDown

Could not connect to the TCP port afte
three consecutive attempts.

pollServiceNoResponse

Could not connect to the TCP port afte

one attempt.

pollServiceRespnding Connection to TCP port OK.

pollStatusTestFail Status variable test failed.

pollStatusTestPass Status variable test passed.

SNMPc polling agent connection to
server established.

SnmpeSystemlnfo pollAgentConnect

SNMPc poling agent connection to
server lost.

pollAgentDisconnect

SnmpeThresholdAlarm | alarmAutoThresholdExpand | Trend autebaseline moved higher.

alarmAutoThresholdReduce | Trend autebaseline moved lower.

alarmAutoThresholdSet Trend autebaseline initially set.

alarmAutoThreshidTrigger Trend autebaseline exceeded,

alarmManualThresholdTrigge| Trend manual alarm passed threshold.

alarmManualThresholdReset| After being triggered, a trend manual
alarm no longer passes the threshold t

authenticationFailure Trap generated by a device on an illegg

access (bad community name).

snmpTraps

coldStart Trap generated by a device after it
restarts.

linkDown Trap generated by a device when a lin
fails.

linkUp Trap generated by a device when a lin

that was down recovers.

Note 1: A poll sequenceccurs repeatedly eveBoll Interval seconds. During each poll sequence, a

poll is sent and a reply expected within #@l Timeoutperiod. If no response is received during the
timeout period, the poll is sent again immediategtried). Up tdPoll Retriesattempts will be made

during a single poll sequence. If the retries all fail then the poll sequence fails. The Poll Interval must
then elapse before another poll sequence is attempted.
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Emailing or Paging Multiple Users

This section shows how to email or page two users when a selection of devices goes down. Please re:
and understand the previous section before reading this one.

Step 1: Add a grouped set of SNMPc users

1 Use theConfig/User Profilesmenu. x|
1 Press theAdd button. General | Restricted View |
1 Enter theNameof thenew user. e el Password
1 Set the useEmail address. tevel:  [Supervior 7] Reentor Pasonc:
f Set the usePagertype. '”5”'":; -
1 Set the email/page days and times. o :
1 Set theGroupluser alias t@&witchOperators W
(this can be any text).
1 PressOKto save the new user. [pEvent Comtactfnfo
E-mail: Inewuser@mydomaln com
1 Repeat this process for a different user nan Pogeipe: [tunerc vl 7 on R
making sue to set thé&rouplvalue to Gt [spemen— T lm T
SwitchOperatorsso that both users have the Gop2 [ FTue Ca
same value foGroupl (i.e., they have the Siat Tme: [000000
same alias). StopTme:  [43000 | [V Aways Send Emai
[ ok | Ccancel Help

Step 2: Add the users to Air Messenger Pro

To use paging, start the Air Messenger Pro application and add two users with the same names as tho
you added to SNMPc. Do not use Air Messenger Pro groups and do not use the GidMFPImame.

Each SNMPc user must have a matching user naig Messenger Pro. Setup the paging/modem
options and make sure that you can send pages for each of the two new users.

Step 3: Add an Event Filter for the selected devices

Following steps 4 through 7 of the previous section, add a new event fileesé&t of devices. In the
Action tab, selecBwitchOperatorsn the Pagepull-down to page the two new users. Select
SwitchOperatorsn the Email pull-down to send email to the two new users.

In theMatch tab of the Add Event Filter dialog, make sunattyou match different devices than those
used in the previous section (emailing the Administrator). Otherwise, this new filter will not be unique
and it will not match any incoming events.

Don"t f or duwaClearsflags fertany matehing even
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Troubleshooting Network Discovery

Duration of Network Discovery

During the SNMPc Server installation you entered the address, netmask, and community nhame for one
SNMP V1 discovery seed device. This is normally enough information to discover fiyosiro

network. When you first start SNMPc it will takeveral minutegor discovery to start adding objects

to the map. Use thHRoot Subnebutton to display the toefevel map view.

If you used thédisable Discovery on Startupption of the installadn, discovery will not be running
when you first start SNMPc. In this case, you need to set discovery filters before proceeding. Please
refer to thelLimiting Discoverysection below before reading this section.

Normal Discovery Map Layout

Discovery ceates a twdevel IP Subnet based topology. At the-tepel, discovery adds any multi
port devices (routers) and subnet icons for each IP Subnet. Link objects are added between each router
and the subnets it is connected to. The map is automaticallygad in a star configuration.

All single-port SNMP devices and ICMP (Ping) devices are added to the second level under each
subnet icon, based on the device IP address and subnet mask. A single Bus Network is added to each
subnet level, and all devicesthe subnet are linked to this network.

Use theRoot Subnebutton to display the tefevel map view. You should see a mixture of SNMP
device icons and subnet icons, connected by links in a star configurBibarle-click on one of the
subnet icons You should see a Bus Network with devices linked to it in a grid configuration.

The following diagram shows a sampledepel and subnet map view for a small network. Note that

some devices have vendsgpecific icons while others have generic icoBsch generic device icon is
marked as SNMP or ICMP (Ping), which is important in determining discovery problems.

[ o)) CETE o]

=

2072123364
e
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Failure Symptoms and Solutions

The discovery agent uses a heuristic algorithm to find network devices. That means it is somewhat
non-deterministic and will show different results from one run to another. There are many reasons for
this, including lost broadcast responses (buffer overflows, collisions), lost polls, slow responses, etc.
This is completely normal. However, there are sosrenanent failure cases that you can resolve. The
following symptoms are typical of a discovery failure:

Nothing added to the mapffer a suitable wait period of several mingtes
Top-level map only or mostly contains subnet icons, with no links.

Some orall SNMP devices are added to lower level subnets as Ping icons.
Not all expected network devices are discovered.

el el

The following sections describe solutions to these problems.

Discovery Agent Fails to Connect to the Server

Look at theCurrent tab of theEvent Log Tool I f you can“t see the Eve
View/Event Log Tooto show it. Scroll to the top of the event log. You should see an entry that says
Discovery/Status Agent Connected To SenAdso, use th€onfig/DiscoveryPolling menu. You

should see an entry in the list at the left for your system IP address and the status stautetted

If these two things are not true then the discovery agent has not properly connected to the server.

SNMPc uses TCP/IP to communicate betwdidierent components. This can conflict with other
software running on your system. Look for any other management applications or Windows services
and stop them (e.gwWindows SNMP Trap Servige Try installing on a different system that has less
softwae installed to help identify the conflicting software. This is a rare failure case.

Incorrect or Missing Community Names

Each SNMP V1 device uses a Read Community password for SNMP access. This is typically set to
public when the device is installedibin most cases your network administrator has changed the
community name. Furthermore, many different community names may be in use on your network.

1 Determine what community names are usei

in your network devices. =
1 Use theConfig/DiscoveryPolling menu. Ao TSbhs ] Gerel] Potc | Soste Comn | ik |
9 Select your gstem address in the agents list o i L
1 Press th€ommtab.
1 For each community name, press #ukl
button. Sethe Read Access Modmnd
Read/Write Access Mode SNMP Vl1and
setRead _Commu_nityand Rea_d/\Nrite Layout: [Top Level/Carplete 7] = [ e
Communityto valid community names T Uss ull DNS name
ﬂ Press the OK bUttD ¥ Enable Poll After Layaut Delete ”—lUK Cancel | Help |
1 Use theFile/Resetmenu to delete the =
discovered map and restart discovery. : General| Prota | Sesds | Comm | Fites |
connected Commurity: Inwgelcumm—
foobar
public




SNMP Device Access Control List

Many SNMP devices have #ctcess Control LIACL). AnACL is a list of IP addresses from which

the device accepts SNMP requests. This is a vespigific security feature that is configured at the

device using a terminal or Telnet session. At a minimum, you need to go tDisachery Seed

device and chek if it has an ACL and that your SNMPc system address is in the list. For complete
network discovery you must add your system address to any ACLs in your network.

Firewalls Block SNMP Operations

Many networks use firewall devices to stop unauthorimdsions. It is very usual for firewalls to

block SNMP traffic because SNMP operations can shutdown and reconfigure devices. If you have any
firewalls in your network you need to make sure that your SNMPc system can send and receive SNMP
operations though the firewalls. This is normally done with a protocol filter in combination with an
Access Control List. Firewall configuration is done with a terminal or Telnet session.

Not Enough Seeds

SNMPc uses a combination of downloaded seed device infamm@tildress, routing, arp tables) and
broadcasts to discover devices. However, many devices inhibit broadcasts to networks outside of your
LAN (subnet directed broadcasts). To get around this problem you need to add more seed addresses for
routers aroungour network.

f Use theConfig/DiscoveryPolling menu. ]
1 Select your system address in the agents li T T— "General] Proto | Se=ds | Com | Fikers |
1 Press thSeedgab. st
f  For each new seed, enter the IP Address al SeedNetmesk |25 55,2550
Subnet mask in the supetl edit boxes and R
press Add.
1 Press th&eneraltab and then thRestart
button. T
1 Pressthe OK button. Thereisnoneedto - youomsmm e | | |
reset the map in this case. V' Enable Pol Afer Lajour pee |[T oK | cancel || Heb |

Broadcast Packet Losses

I n many cases network discovery mostly works bu
many devices are not represented in SNMP Arp tables they can only be discovered with broadcasts.
And broadcasts responses can be lost due to buffer overflows, collisions, etc.

To get around this problem you can enable sequential polling of every possible address within a
discovered subnet. Use tBenfig/DiscoveryPolling menu and select tHeing ScanSubnets

checkbox then press tiestartbutton.

Note that SNMPc will not poll ranges that you specify but only discovered subnets. To discover more
subnets, add more seeds as described in the previous section.
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Limiting the Scope of Discovery

If you have a large network but you only want to manage a small part of it, you need to set discovery
address range filters. Discovery filters only specify what should be included. So if you set any
discovery filters you must set enough of them to cover adyead ranges you want to discover.

Address range filters are in dot notation with optional witdd asterisk characters and numeric range
specifiers. Unless the last element is an asterisk, there must be feepdaited elements. The

following aresome valid examples:

207.*
207.212.33.*
207.200-211.*
198.*.*.22-88

Use theConfig/DiscoveryPolling menu.
Select your system address from the
agents list.

Press théilt erstab.

Enter a filter in theAddress Rangedit
box and presadd.

Repeat for other filters.

Press OK.

Use theFile/Resetmenu to delete the
current map and restart discovery with
the new filters.

= = = =

=a =4 =4

Stopping Discovery Auto-Layout

Discovery [Polling Agents.... x|

"General | Froto | Seeds | Comm  Fiters I

| Status I
conngcted

Addiess
localhost

Layout: ITop Lewvel/Complete =

™ Use full DNS name
¥ Enablz Poll After Layaut

Address Range:

Inchude 207.212.33.%

Add | Change |

Delete |

Delete I Ok I Eal’]DE|I

Help |

Left unattended, discovery will constantly rearrange yowleéopl map as new devices are added. This
is undesirable if you want to maally change the map layout. To control discovery layout, use the
Config/DiscoveryPolling menu and done of the following

1. Uncheck theenable Discoverycheck box to disable further discovery.

2. SelectDiscovered Objectfom theLayout pull-down to add ay new objects to a subnet named
Discovered Obijects instead of the 4epel map.

3. SelectTop Level/Incrementdtom theLayout pull-down to add any new objects to the-tepel
using an incremental layout algorithm. The existing layout will not be diturb
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Using a Remote Console

The Remote Console can be used with the Enterprise Edition only.

Once you have accustomed yourself to using SNMPc Enterprise in a standalone configuration, the first
level of extension is to login from a remote workstatidfou can login from any workstation that is

running TCP/IP and is connected to your network in some way (e.g., over the Internet, leased line,
LAN, etc.). However, the SNMPc Enterprise console has fairly heavy bandwidth requirements and will
not performadequately on lovepeed dialip lines. We recommend that you only login remotely over

LAN or T1 speed lines.

Perform the following steps to install an SNMPc Enterprise Remote Console on a computer.
M Place the SNMPc CIROM in the CDROM drive.

1 From theWindows Start menu, seleRun and ented:\setup.exéreplaced with the drive letter for
your CD-ROM drive). Press OK.

1 Atthe component selection dialog, press@uasolebutton.

1 The setup program will proceed to install BidMPc Enterprise Remote@soleon your system.
Once the installation is complete you can login to a running SNMPc Enterprise server. From the
Windows Start menu, select tReograms/SNMPc Network Manager/Login Consafeenu.

Enter the IP Address of the server computer and @&ssYou are now logged in to the server
and can perform any console operations remotely

The base Enterprise Edition supports a maximum of ten Windows Consoles. In order to run more than
ten Windows Consoles, you must purchaseRbmote Access Extermsi license key option. Once you
have this license key, use tBenfig/Software Keysnenu and add the key in the provided edit box.
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Using the JAVA Console

JAVA Console Requirements

The JAVA Console has the following requirements:

1. You must run the SMPc Server undaéwWindowsVista, NT, XP, 2000 or 2003.

2. The SNMPc JAVA Consoleias compiled using JAVA version 1.5.0. You should install this, or a
more recentversion of the JAVA runtimen the remote clieriiefore trying to run the console

applet.

3. You must run AVEB Serveron the SNMPc Enterprise server system. This is not included with
SNMPc.

Installing and Using the JAVA Console

Perform the following steps to install and use the JAVA Console:

Step 1:Install and enable a WEB Server applicatinat(included with SNMPc).

Step 2:Create a directory for the JAVA Console components that is accessible to your WEB Server.
Step 3:Copy the following JAVA Console components to the directory created in step 2 above:
<snmpe\javacrc.jar

<snmpc3javadefault.ntml

<snmpc3javamanual

where<snmpc>is the SNMPc installation directoryManualis a directory and contains all of the
online documentation in HTML format.

Step4: Using a WEB Browser from any system, enter the URL for the SNMPc JAVA Gostsotup
page as follows:

http://a.b.c.d/snmpcjavadir/default.html
wherea.b.c.dis the IP address of the SNMPc server systensantbcjavadiiis the directory where

you placed the JAVA Console components. The JAVA Console will be execstdd the WEB
browser.
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The JAVA Consolgrovides limited functionality and is reamhly. It is designed for occasional use or
for snmpc access over legpeed lines. Once you are running the JAVA Console Help menu to learn
about using the JAVA user inface.

/% SNMPc Java Console - Microsoft Internet Explorer =1alx|
J Fle Edit Yew Favartes Tools Help |
J = - = - @ ﬁ | @ @ @ ‘ %v @ |JAgdress I@ Cihsnmpentjavaldefaul, html j o
=
DIEM |<No Table Selected> ‘Iocalhost Administrator
@ Browswnet [0 [ S BI B
& T} 207.212.33
< ati2
$ crc
44 DIEM
% interop2
¥ jean
© VAIO
& cisco
Map [ E J
i
@] Applet started, l_l_lc Internst 4

Restricting JAVA Console Access

You can limit the addresses that are allowed to connect to SNMPc by editing the SNMPc.ini file. The
SNMPc.ini file is located in the directory that SNMPc was installed to. Add the followieddithe

[Server] section:
AcceptAddrs=a.b.c.d,aa.bb.cc.dd,...

where "a.b.c.d" and "aa.bb.cc.dd" are acceptable client addresses. You may add as many addresses as
you like separated by commas. These must be IP Addresses. Domain names are not acceptable.
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Installing Remote Polling Agents

The Remote Polling Agent can be used with the Enterprise EditionNotlythat the evaluation
version installs the Enterprise Edition.

You can add &emotePolling Agentto another computer on your network. This cotepaould be on
the same LAN or in another city. Unlike the Remote Console computer, you can add a Polling Agent
on the other side of a logpeed line because it does not have high bandwidth requirements.

Adding one or more remote Polling Agents soltresfollowing problems:

1 A polling agent on the other side of a slow or expensive line can poll devices independently,
notifying you only when a change occurs. This saves money and frees up the line for other uses.

1 If you have many devices in your netipor if you want to poll many devices for lobgrm
statistics, your server computer may become overburdened and response times will decrease.
Using a remote Polling Agent offloads the polling tasks from the server computer.

1 Remote Polling Agents residjron privately addressed networks (i.e., 10. addresses) allow polling
of devices that are not normally accessible from public networks and which may have duplicate
addresses.

1 Automatic discovery of a large network can present an unwieldy top level mapot&RPolling
agents resolve this issue by creating a newewpl submap icon for each Polling Agent region.

Perform the following steps to install an SNMPc EnterpReenotePolling Agent:

1 Place the SNMPc CIROM in the CDROM drive.

1 From the Windows &tt menu, select Run and ente\setup.exéreplaced with the drive letter for
your CD-ROM drive). Press OK.

1 Atthe component selection dialog, pressRioder button.

1 Adialog will prompt you for iscovery SeedndCommunity Name Enter the IP addss and

community name for any SNMP device (usually the default gateway) on your network.

1 A dialog will prompt you for the IP address of the SNMPc Enterprise Server workstation and the
Remote Poller password. The password is initially blank.

1 The setup pygram will proceed to install the Polling Agent on your system. After the installation
is complete, logoff from Windows and then logon again. The Polling Agent will be started and it
will automatically connect to the SNMPc Enterprise server.

Each Entgorise Edition server supports a maximum of ten Remote Polling Agents. For larger
networks you can connect multiple servers togethemMamager of Managersarchitecture.

The configuration and use of Remote Polling Aiges an advanced topic that is beyond the scopg o
this document. For information on configuring and using Remote Polling Agents, use the
Config/DiscoveryPolling menu and press théelp button. Read the link namédianaging

Multiple Discovery Agents.
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Adding a Redundant Backup Server

Backup Server functionality is availabletkvthe Enterprise Edition only. Note that the evaluation
version installs the Enterprise Edition.

By using two SNMPc servers with one designated as a Primary and the other as Backup server you can
continue monitoring your network if the Primary systerdigabled for any reason. The Primary

SNMPc server will automatically export its configuration files to the Backup server on a scheduled
basi s. I't"s important to do this automatically

When the Backup seev detects a failure of the Primary server it will take over all polling of the
network, including instructing any remote polling agents to reconnect to the Backup server.

The following preconditions must exist before configuring the redundant backugr fenctionality:
1 The password for thadministratorandRemote Polletusers must be the same on both systems.

1 There must be an available communication path between both systems and from each system to
any remote polling agents you are using.

=]
i : i Backup Director
Use theConflg/BaCkup-ReStOI’emenu tO Conf|gure Thiz directony name must be valid at the server system
. . . and at all remote palling agent systems
redundant backup server functionality on both the prima
and baCkU p servers. I:.\plugram filestenmpe network. manager\backup
i Scheduled Backup
Use theEnable Backup Serviceheckbox to enable or L
disable database export (primary server) and primary Sl (B l
server monitoringl{ackup server). This check box must PR DR
be enabled on both systems. - Remate Backup Servic
[¥ Enable Backup Service

. . 3 3 ¥ This system is cunently poling map objects.
Use theThis system is currently polling map objects Prinay SeverAddess: [T EZBIT
checkbox to enable or disable map object status polling BackupSewverdddess:  [2072123370
the server you are logged on to. This checkbox is usua Testimewat 0 (9 TestReties[3
enabled at the priary server and disabled at the backup
server oK I Cancel | Help |

The backup server takes over polling of all map devices by automatically settifigistsystem is
currently polling map objectgheckbox on. Once you have resolved the problem at the primary
Server, disable this checkbox at the backup systen@vert to the normal state.

Use thePrimary Server AddresandBackup Server Addressdit boxes to set the IP address, in dot
notation, of the corresponding server systems. These settings must be the same on both systems.

Use theTest Intervaland Test Retriegdit boxes to set the time between checks of the primary server
by the backup server and how many times to retry before taking over polling.
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Other SNMPc Features

This document has only described some of the most commonly used SNMPc feStikBc is a full
featured distributed network management system that will meet your most demanding needs. These a
some of the other features that you will find described in the Online Help system.

Running Tasks as Windows Services
Windows Task Bar Qatrol Icon
Private MIB Import

User audit events (login and map edit)
Managerof-managers support
SNMPc 4.0 Map Import

Scheduled Backups

ODBC Database Export

Custom MIB Tables

Custom MIB Expressions

Custom Menus

Graphical Device Views

MIB Variable Browser

RMON User Interface

Alarm box event action

Event Forwarding

Running External Programs
Automatic Icon/Program Selection
Programming Interfaces

=4 =4 =8-0-0-8_0_0_0_4_4_4_9_9_49_49_-49_-49:-2-

How to Buy SNMPc

If you are using an evaluation copy of SNMPc, the evaluation period will expire 3@iterys

installation. We hope this document has helped you to get acquainted with SNMPc and that you will
soon purchase one of the SNMPc product options. If you have asglpsequestions or comments,
please send an emailgales@castlerock.coor call us at 40866-6540 (United States).

There are several options for buying SNMPc, including online electronic delivery and purchase from
one of our resellers. For complete pricing and purchasing informatiasept to th&alespage of
www.castlerock.com

For a detailed comparison of the three SNMPc product options, please g&todbet Optiondink
on theProductspage ofwww.castlerock.com

If you want to buy SNMPc after using the evaluation version, there is no need to reinstall any software
components. The evaluation version you downloaded from the WEB includes the latest updates and
may be newer than the CDROM yreceive. To upgrade your evaluation copy, just enter your
purchased license keys at the Welcome dialog when you start the SNMPc Server.
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Appendix A1 Event Message/Exec Parameters

Use Event Parameters in Event Action Filters to substitute informalateddo a specific event.
Event Parameters can be used inEkient Messagand as arguments to a program in Exec
Programaction. The available Event Parameters are described in the following table.

PARAMETER | EXPANSION

$$ The dollar ($) symbol

$V Event message text (for Exec Program action).

$W Console frame window number.

$L License sequence number for ODBC node ID export.

$l Log entry record numbdcan only be used for run program action, not in messag
$M Server IP Address.

$R Address ofsending entity (could be the same as the target device, or Polling) Age
$F Event Action Filter name.

$f Event Action Filter database record number.

$0 Trap Name as a textual string.

$0 Trap Object Identifier in dot format.

$P Device parent submamame.

$A Address of target device (device that the event is about)
$T Trap Community Name.

$x Date the event occurred, in local format at server.

$X Time the event occurred, in time zone of server.

$@ Time the event occurred, in seconds since Jan70.19

$U Value of sysUpTime in the event trap.

$N The map object name of the target device.

$B The map object MAC address of the target device

$D The map object description of the target device

$h The map object group number of the target device

$H Themap object group name of the target device

$i The map database record number of the target device.
$G The Read Community hame of the target device

$S The Set Community name of the target device.

$E The timeout attribute, in seconds, of the targetaevi

$Y The max retries for the target device

$C The number of variables in the event trap.

$z The priority number of the associated log event.

$Z The priority name of the associated log event.

$* All variables as "[seq] name (type): value".

$n The nh variable as "name (type): value"

$+n The nth variable as "name: value".

$n The nth variable as “value”
$>n All variables from the nth as "value".

$>-n All variables from the nth as "[seq] name (type): value.
$>+n All variables from the nth as "namealue.
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